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How to convince ourselfs that a program
satisfies a property p ?

* testing: show that p 1s not violated for any input data

— testing proves the existence of bugs, but their absence

— cannot test all cases in practice

 operational reasoning: try all possible histories for p

— “exhaustive case analysis”, 1.e. all possible histories enumerated

— for n processes with m atomic actions: (n-m)!/(m!?) histories;
n=3, m=2 => 90 different histories!

— a (patological) trace causing a serious system fault may appear only
after months of successful operation
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How to convince ourselfs that a program
satisfies a property p ?

* Construct a proof : p holds for any history of the program
— a proper proof covers all histories for a key aspect in a compact, abstract form
— requires formal reasoning, i.e. a programming logic

— like the program, it’s proof is also a formal object, which can be manipulated
automatically => automatic proof checkers

— proving large systems “completely” is still impractical, but proofs focusing on
their non-trivial aspects, like concurrency, are becoming doable

— construct the program together with its informal proof focusing on key aspects
of system consistency

— already an attempt to prove (i.e. understand precisely) a property often reveals
a possible anomaly ignored thus far in the design.

In this course correctness proofs are used only informally,

i.e. like mathematics, not as in logic.
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interesting properties

e true for every possible history
* safety property

— the program never enters a bad state

— generalisation of partial correctness:
« if the program terminates, its final state provides the correct answer

* [iveness property
— the program reaches a desired state eventually

— generalization of termination:
» every loop & procedure call terminates, i.e. every history is finite

e total correctness

 partial correctness + termination
 the program always terminates and with a correct answer
* classical property of sequential programs
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Hoare triple {P} S {Q}

{P} S {Q} 1s a true theorem iff:

if the execution of program S begins 1n a state satisfying predicate P
and 1f 1t terminates, the resulting state satisfies predicate Q

» preconditon P and postcondition Q are called assertions,
because they assert that the program state must satisfy the
predicate in order for the interpretation of the triple to be true

 an assertion specifies an acceptable program state
 special assertions:

— true a special predicate which is satisfied in all program states

— false a special predicate which i1s satisfied in no program state
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Example: facts and theorems 1n our
programming domain

Soundness: all theorems should be true statements about the domain

* Following 1s not true, so it should NOT be a theorem, 1e. not
provable 1n our logic!:

{x==0} x=x+1; {y==1} cannot miraculously set y to 1

Completeness. all true statements should be provable as theorems

« this fact should be a theorem, ie. it should be provable!):
{x==0} x=x+1; {x==1}
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Axioms of the programming logic

 skip does not change any variable. Thus,

if any predicate P 1s true before execution of
skip, 1t remains true when skip terminates

{P} skip {P}
 How about these:
{P} S {true}
{true} S {P} for any S and P ?
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Assignment axiom: {P _ .} x=e¢ {P}

* where P__ 1s P with ”x replaced by e”
Example: {(x+1) =5} x =x+1{x>5}

« P___denotes textual substitution, 1.e. Substltutlng

expression e for every free occurrence of x in P.
Example: {(Vi: 1<i<7: a[i]=0) } i = 3; n=7;{(Vi: 1<i<n: a[i]=0) }

e Ifa variable in e has the same name as some bound
variable x in P, then x 1n P must be renamed before the
substitution, 1.e. resolving the name clash:

Example: ? n=i; {(Vi: 1<i<n: a[i]=0) }
{(Vj: 155=i: a[j] =0)} n=i; {(V]: 1<j<n: a[j]=0) }

Example of a proof: {true} x=5 {x==5} is a theorem, since: {x==5},_; == (5==5) = true.
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inference rules and proof outline
PISHO} {0} S2{R}

composition rule (P}S1.S:{R)
y {P A B}S{Q}.{P A =B} - {0}
if statement rule s
. {/ AB}S{l}
while statement rule N
rule of consequence P'=P,{P}5{0},0=0'
(P10}

our proof obligation about a sequence of statements:
— theorem to be proved: {P0}S1;S2;...SN;{Q}

— show that every triple in the proof outline holds:
« {PO}S1;{P1}S2; ... {PN-1}SN;{Q}
* 1.e. if the sequence starts from PO and terminates, it ends up in Q.
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semantics of concurrent execution

« await statement has same effect as if statement
w.r.t. partial correctness: (P A BYS{O}.{P A ~B} - {0}

Piif (B)S:10)
" oo be rewriten for awat s, o LABIS 10
ca W W - {P}{ await (B)S;) {O}

e await statement rule

e reads as:
“1f execution of S begins in a state in which both P and B are
true,and S terminates, then Q will be true”
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co statement rule

assume
* c0 S,/ S,/ 1S,; oc;
« {P.}S,{Q.} true for each

e co statement rule:
{Pi} Si {Oi} are interference free

{Pl A ... A Pn}
coS1;//S2;//...// Sn; oc,

{011 .7 On}
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Interference

* A process interferes (with the proof of ) another process

if 1t executes an assignment that invalidates an assertion in
the (proof of) other one

« Example: one process assigns to a shared variable and thus
invalidates an assertion in the other process:

{x==0} {x==0}
X=x+1; X=X+2;

=1} (=2}
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avolding interference

 a set of processes 1s interference-free 1f no
assignment action 1n one process interferes with any
critical assertion 1n another

 techniques for avoiding interference

— proving techniques: (no change in the program!)
« disjoint variables
» weakened assertions
 global invariants
— programming techniques: (these change in the program!)
 bigger atomic actions: critical sections
 synchronization
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disjoint variables

write set of a process: the variables that 1t alters

read set of a process: the variables it reads but does not
alter

reference set of a process: the set of variables that
appear in the assertions in a proof of that process.

If the write set of process p is disjoint from the reference
set of process , then p cannot interfere with q.
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weakened assertions

« even if the write and reference sets of processes overlap
interference may be avoided by the weakening assertions

o aweakened assertion admits more correct states
* two processes (proofs) in isolation:

x==0} x==0}
x=x+1; X=X+2;

x==1} X==2}

» challenge: How to prove the following about their concurrent combination?

{x==0j}

co (x=x+1;)
/] (x=x+2;)

oc

x==3j
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weakened assertions (2)

« let’s weaken the pre- and postconditions so that they cover both histories:

<x=x+1;> <x=x+2;>
<X=X+2;> <X=X+l;>

x==0}

co {x==0v x==2}
(x=x+1;)
{x==1 v x==3}

// {x==0v x==1}
(x=x+2;)
{x==2 v x==3}

oc

X==3]

* our proof obligation:
— show that all triples {P}S{Q} in the proof outline are true

— show that the processes do not interference with each other
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non-interference

an assertion in the proof outside (await...) is called critical.

let: -5 action 1n process p
- pre(s) precondition of s
-C critical assertion 1n the proof of process q

s does not interfere with C if the following 1s a theorem of p:

1C A pre(s)} s1C}

1.e. the execution of s in p does not invalidate the assertion C
in the proof of q.

Notes: - (await true S;) = (S;)

- in s, pre(s) and C all names clashes have been resolved.
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non-interference: example

Prove that ( x=x+2> doesn’t interfere with {x==0 v x==2 }in the proof of: ( X=x+ 1):

{x==0 v x==2} A {x==0 v x==1} {C A pre(s)}
<x=x+2> S
{x==0 v x==2} {C}
Proof:

o{x==0vx==2} A{x==0vx==1} => {x==0}
«{x==0} (x=x+2;) {x==2}

*{x==2} => {x==0vx==2} *So we have proved the whole program:
{x==0}
Other non-interference can be proved similarly: co {<X::O+Vl >><::2}
x=x+1;
— ——
{(x==0 v x==1} A {x==0 v x==2} //gzoz ;:‘I’}}:
< X:X+1> (x=x+2;)
{X::O v XZ:I} {x==2 v x==3}
ocC
{x==3}
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global invariants

» A predicate I 1s a global invariant:
— I 1s true when the processes begin execution

— we can prove that I 1s preserved by every atomic
action 1n any process (I 1s not interfered)

* I captures the consistency criteria of global
state of the whole system
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global invariants (2)

e suppose
— I 1is a global invariant

— every critical assertion C in the proof of every process p has the form
IAL, where L 1s local assertion of p, 1.e.

 each variable referenced in L is either local to process p or it is a global
variable that 1s written by p only.

« 1f all critical assertions can be put into the form IAL, then the
proofs of the processes will be interference-free, because

— I 1is not interfered by any action

— no assignment action in one process can interfere with a local
predicate L in another process
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example: global invariant 1/3

x=y=2z=0;
co while true ( x=z+l);
// while true ( y=x)

// while true ( z=y);
oc

Many properties like could be proved, e.g.
[={x>0andy> 0 andz=> 0}
or:

[={x2y=2z2> x-1}

10/4/05 T-106.420 Concurrent Programming

21



HELSINKI UNIVERSITY OF TECHNOLOGY

example: global invariant 2/3

How to prove that I = {x 2y 2z 2x-1} is a global invariant ?
1. Prove that I holds initially: x=y=2z=0; {x=y=2z} =>{I}
2. Prove that no atomic action ( ...) invalidates I.

2.1 Apply the assignment axiom to calculate the precondition P for each
assignments a so that [ will hold after a, i.e. {P}a;{I}

P’ (reduced) {P} a, it
(z+l 2y 2z} {z+] 2y 2z 2(z+])-1} (x=z+1})) {1}
(x 27 >x-1} (X >x >z >x-1} (y=x;) {f
X2y 2x-11  {x 2y >y >x-1} (z=y;) {0

2.2 Show that for each P’: I1=>P°
[={x2y=2z2x-1}= {(x2 y=2z)and (z+]1 2x)} => {z+]1 =2 y 2z }.
[={x2y=2z2x-1} == {x>z>x-1}.
[={x2y 2z 2x-1} => {x 2y 2x-1}.

(11
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example: global invariant 3/3

We have proven: 1= {x 2y 2z 2x-1} for:
x=y=2z=0; {I}

co while true {I} (x=z+1;) {I}
// while true {I}(y=x;){l}

// while true {I}{(z=y;) {I}

oc {I}
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exercise: global invariant (1/3)

x=y=z=0; {I} #1 = {x 2y 2z 2x-1}
co while true x=z+1; {I}

// while true y=x; {I}

// while true z=y; {I}

oc {I}

Prove that I holds with machine level atomic actions, load and store.
Let’s do this for the first assignment: “ x=z+1"" by replacing it with two
at-most-once assignments: “c=z+1; x=c; ” where c is local, 1.e. they are

atomic on the classical machine level. The other assignments can be
modelled likewise.
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exercise: global invariant (2/3)

[={x2y2z2> x-1}
Both c=z+1 and x=c are at-most-once, and thus they can be considered atomic.
Prove the following outline:

<=
co
//
//

ocC

Proof:

y= z=
while
while
while

c= 0 ; {I}

true {I} ¢ = z+1; {IAn(zt]l 2 c2x)} x = c; {I}
true {I} v = x; {I}

true {I} z = y; {I}

- calulate the precondition of “c=z; {I}” using assignment axiom: {I A (z+1 >c > x)}
- show that it’s not interfered by “z=vy;” : {I A (z+12c 2x)} z=y; {I A (z+] >c > Xx)}
- show that it’s not interfered by “y=z;” : trivial

- show that it implies the precondition of “x=c;  to maintain I:
{In(ztlzc2x)}=>{c2 y> z2> ¢cl} x=c; {x=y= z=> x-1}={I}.
- anew global invariant : I’ = {c > x> y> z2> c-1}, such that: I’ =>L

10/4/05

T-106.420 Concurrent Programming 25



HELSINKI UNIVERSITY OF TECHNOLOGY

10/4/05

exercise: global invariant (3/3)

WeprovedI’={c2> x2= y=2 z2 c-1} for

co

//
//

ocC

y= z=
while
while
while

c= 0 ; {I’}

true {I'} ¢ = z+1; {I'} x = c; {I’}
true {I'} v = x; {I'}

true {I'} z = y; {I’}

In this example we were able to break one non at-most-once action to two
at-most-once atomic actions, by extending global invariance with a new
(local ) variable.
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exercise2: global invariant

int x[n]; for [i =0 to n-1] x[1] = i;{I}
co [1 =0 to n-1]/{
while true x[i]= x[i+1 (mod n)]+1;{I}

I

I?
What can we prove about it ?
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avold interference by mutual exclusion

* make bigger atomic actions with mutual exclusion to hide

internal assertions from other processes:
(s1;{C}s2) #makes C invisible

« the entire sequence inside a (await ..) can be considered as
one sequential program 1n 1solation
e C 1snot interfered by others

e (S1;{C}S2) can only interfere with others as one atomic
action

e example ( p= p+1; buff[pl= x;)

* Increasing the grain of interleaving exclude harmful traces to
happen
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mutual exclusion

internal states within angle brackets are invisible
=> no other process can interfere with it

example: I = {buff[p] = “next data item to be fetched’}
I { p=p+1; #I is temporarily broken here!!!
buff[pl= “new data”;) I

Mind you: {...) implies always locking, which has it’s price.

10/4/05 T-106.420 Concurrent Programming
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synchronization

consider

e coPl:...a;..
/[ P2:...S1; {C} S2; ...

oC

where

° a assignment statement 1n process P1
e C critical assertion, precondition of S2

* suppose: a interferes with C

10/4/05 T-106.420 Concurrent Programming

30



HELSINKI UNIVERSITY OF TECHNOLOGY

conditional synchronization

e (await (!C or B) a;)
where
B is a predicate such that executing a will make C true.

* Mind you: In general this 1s may cause deadlocks.
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Appendix: Formal Logic
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formal logic: key concepts (1)

« a formal logical system 1s a mathematical abstraction
— a collection of symbols and relations between them

 consists of rules defined in terms of
— a set of symbols
— a set of formulas constructed from these symbols (well-formed)

— a set of distinguished formulas called axioms (assumed to be a
priori true), and

— aset of inference rules H. 1s a hypothesis,C 1s a conclusion
If all the hypotheses are true, then we can infer that the conclusion

is also true: H\, Ho,...,Hn
C
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formal logic: key concepts (2)

* formal proof : a sequence of lines each of which 1s
— an axiom or
— derivable from previous lines by inference rule

e theorem: any line 1n a formal proof

 alogical system has a domain if :
— 1ts formulas represent statements in the domain
— theorems are true statements in the domain

* an interpretation (of a logic) maps each formula to
true or false 1n the domain
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formal logic: key concepts (3)

» sound logic (with respect to an interpretation)
— all axioms are sound: they map to true

— all inference rules are sound: 1f all hypotheses map to
true, conclusions maps to true

— 1.e. all theorems are true statements about the domain

— 1f so, the interpretation 1s called a model for the logic

« complete logic (with respect to an interpretation)

— every formula 1s provable 1n the logic
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formal logic: key concepts (4)

o If

— FACTS 1s the set of true statements expressible as
formulas 1n a logic

— THEOREMS is the set of theorems of the logic

* then
— soundness: THEOREMS C FACTS
— completeness: FACTS C THEOREMS

 1f a logic 1s both sound and complete then all true
statements expressible 1n 1t can be proved
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formal logic: key concepts (5)

 any logic including arithmetics 1s bound to be
incomplete (Godel’s incompleteness theorem)

* a logic that extends another one can be
relatively complete, 1.¢. 1t does not introduce
any (more) incompleteness

 relative completeness 1s good enough for our
programming logic
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predicate logic (1)

extensions to a propositional logic

— any expression such as x <y that maps to true or false can be used
in place of a propositional variable

— V Universal quantifier
— 1 Existential quantifier

symbols

— those of propositional logic, plus

— variables, relational operators, and quantifiers
formulas, called predicates

— propositional formulas in which relational and quantified
expressions can be used in place of propositional variables
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predicate logic (2)

* relational expression
— two terms separated by a relational operator

 relational operators
— equals (=), not equal (#), greater than (>), member of (€),

subset (C)
« d existential quantifier, “there iS” | —x bound variable
(3 X: R: P) — R range of values
] . of the bound
* V universal quantifier, “for all” variable x
(V x: R: P) — P predicate
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free and bound variables

— 1n a quantified expression
(db,,....b,: R: P) or (Vb,,...,.b: R: P)

an occurrence of b 1s called a bound variable
within the scope of the expression. Otherwise an
occurrence of a variable 1s called free:

1t 1s not within the scope of a quantifier or

« 1t 1s within a quantifier and is different from the
name of any bound variables

Example: in (V1: 1<i<n: a[1]=0) all occurrences of a
and n are free and all occurrences of i are bound.
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Symbols

o Vi<=>[|ODDOCCEEY () #252
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